F. No. 9/3/2011-CRD (NPR)
2A, Man Singh Road, New Delhi
(NPR Division)

Dated: - 07.06.2011

Subject:- Rules under Section 6A of the Information Technology
(Amendment) Act,2008-No. GSR 316(E) dated 11.04.2011
regarding “The Information Technology (Electronic Service
Delivery) Rules, 2011 - reg.

I am directed to enclose herewith copy of O.M. No. 9(16)/2004-EC
(Part) dated 12.05.2011 received from Department of Information and
Technology along with a copy of the “Notification No. GSR 316(E) dated
11.411 on subject matter for information and further action as

appropriate.
W
Encl: As above. M\N
\
(Dheeraj Jain)
DD (NPR)
To:-
1. JRG ()
2. All Head of Divisions of ORGI at 2A, Man Singh Road, West
Block-I Sewa Bhawan RK Puram & Pushpa Bhawan.
€Y
Copy to:- A
1. PStoRG&CC, 1 |
2. PSto Addl RGI "
3. PStoJRG (I) w ‘(\\))‘\
4. PSto DDG (NPR)
5. \ ‘

PS to DDG (Printing)
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MINISTRY OF COMMUNICATIONS AND INFORMATION
TECHNOLOGY

T vrenfient faamn

DEPARTMENT OF INFORMATION TECHNOLOGY
Website: www.mit.gov.in

e fesian
I\ [ YO Date. couicismissnsies
9(16)/2004-EC (Part) 12-05-2011

Office Memorandum

Subject: Rules under Section 6 A of the Information Technology (Amendment) Act, 2008 -
Notification No. GSR 316(E) dated 11-04-2011 regarding ‘The Information
Technology (Electronic Service Delivery) Rules, 2011 reg.

The Information Technology (Amendment) Act, 2008 empowers the Central
Government to frame rules for different provisions of the Act under Section 6A of the
Amendment Act. The rules have accordingly been notified and published. In this regard, the
undersigned is directed to send herewith a copy of the “Notification No. GSR 316(E) dated 11-
04-2011 regarding ‘The Information Technology (Electronic Service Delnvery) Rules, 2011” for

information and necessary action.

2. However, the relevant rules are also hosted on the Department’s website i.e.

www.mit.gov.in under the link Cyber Laws.

059

|
( Abhishek Singh )

Director

Tel No. 24364720
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2 % Encl: As above
f)_/

To:

All Mission Leaders and All Secretaries (IT) of States (as per list enclosed)

PR Gt on o Yoo yé‘

Registrar General of India

24, Mansingh Road %L o
_|New Delhi “ L AN
Ph. No. 23383761

|Fax No. 23383145

_|rgi.rai@nic.in ‘ﬁ’ys
s
N
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WAL, 313(30).— iy @R, GEAT SR AR, 2000 (2000 FT 21) H
URT 43% & ATy UfST URT 87 FT ITURT (2) F WS (VW) gRT e ATRAT &1 T R U,
farafaf@a Fae sardh &, st -

1. d@ftg 7% R wis- (1) 3= s @ dftta a7 gaar staf@dn (GRegs een sadaer
3R ufthand aur wdeeeler saftrara ster ar ga=m @, 2011 §1

(2) & ToIT F 3% YA T A & ugd g
2. gfveNIU-(1) 5 et &, 99 d& & Gt & e yafd@a o 8-

(F) “sfafr ¥ gaar S sfifmE, 2000 (2000 F 21) VT &

(@) e ¥ ol AR s ¥ S dRvAeE & sieE & e et &
e, “3if@ @1 YRem IR gaer, ey & Yo, Hw & Yoo, G F AT R
“BroeTe, S A R f ARt & dd § R Adwor @ §

(@ “ﬁm@am’ﬁaﬁﬁwﬁrm4%a¥w¢@3(i)ﬁwqﬁﬁmﬁ
fofAa e @Y §;

@)}
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WAL 316(30).— FiT WER, a1 Wl dfRfFTa, 2000 (2000 Fr 21) @

URT 6F T 3UURT (2) & WY ST URT 87 N IUURT (2) F TS () T waT ApAt Fr

i

#fEm aa AR 9RH- (1) o7 AT & 6@l A gaer diafidr soagiierhn I

aRes) &g, 2011 § |

(2) A TSIT H FF YHIA T A{G ¥ GG g |

GRETNIC - 3o At 3 o9 deh Hest & 3T 3T o -

() "sfafeea & qEer R fefm, 2000 (2000 F 21 HIRE
& ‘

(@) "H@HW'##@HWmmmmaahémm&ﬁ
T §; :

@ "IITEd AR ¥ FART THR T AT T Y&Tal FT FS Hihar
FfeT & s siadia Rl soeadr aad Fas @ suiew o ¥ Y 5w
Wﬁﬁﬁ%%mmm? A fAH & 3T ITERETH Oy
FOYSY FHIGA AT TRA TR s Fr werw § dlen a1 @ I B @ e
R I §;

(@) T O ¥ g0y, e, R waRa we & s
q TAH Fiefel WAHRT gRT pely cafer woper ar e 1 afFfa, wwr @ et
T WY FA & fAv Tl R S arer wor oF 3T @ Swe iaea
ST w9 F ARd AN TR afed g quREEE 08 s TRem
AT 97 8 §;

(3 "GHTO WIS & Wffd & arr 2 i 3R () & @5 (@) F
TR v TSR JAfAvT @
(=) AR gRE ¥ AT a2 # 39UN (1) F oW (o) @

FgfeTia FUR gfe Hfewa §

2
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() "R FEIEA ¥ AT i uRr 2 7 39URT (1) & @3 (2) A
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() e T e & R § R 2 7 39URT (1) F @3
(@) A FUIRART s &6 10T &

€] "SIl daT qiee " @ st 3R 3mdeal v gradr e S,
forelr e, wffe, wamor U7, HY A7 IeAe H S0 e R A 3 &
W%ﬁﬁsmwmmyﬁmﬁﬁmmmmeﬁrmm
Hera AT &

Gn "sagiahl gEIRR ¥ yRFETE & urT 2 fr 3uuRr (1) & @3
(W)ﬁwamﬁﬁnﬁasmaaﬁeﬁrwm%;

() " secIfadr gEaRR yAoTgE ¥ AT fr arr 2 dr 39unr (1)
& W3 (7@) F TUIReNT saeiiod gEaER FHONT I §;
(3) " ST 9 H gEaRiRa sdgertady fFear T §ag " A S

frast & o & soedT T e, seRa 3R ey e or @ @l
G @ g 3PN & '

(3) "Jar veTar ¥ AT #r awr 6% i 39URT (1) & T F
fAfée Qar vemr 3w &
(@) "EEAER ey arar witeEr @ e swRfaes, @, ffega ar
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(2) W W A s WA sdwCd dar o F R AR AR REE
X Hehal| '

(3)ﬂ§ﬁaﬂwvmﬁmwwﬁmm%ﬁﬂsaﬁmyﬁa@ﬂm
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(4) wARE WEN g d@ oRaw & v wtgd da vt AR 3
HFFAT3T Fr AT FEm
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4. galergifad a1 aRee H At

(1) TR WHR 3 Jarat & JVGRT = T I T-TET W T v &
g &7 e E
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gATIedh ¥ @ FEARING Joagad HFeE & Hag H IRadd & & FROT @
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& AT gaRt v @ g Hr e @ o ffAuiRa & el
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(2) @ glien A guen |, dveEar 3R gEen i vwiddr 3 sawgEdr  dar aRee #
WWW%W & H ﬁwra?rmamm IR wiitpa 3fPaaisd grr
r@ma‘r@’rﬁﬁméﬁqﬁs‘h’n
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[@®L g, 11(3)/2011-HTaTHs]

YT IATd, AR diad

NOTIFICATION
New Delhi, the 11th April, 2011

G.S.R. 316(E).—In exercise of the powers conferred by clause (ca) of sub-section (2)
of section 87, read with sub-section (2) of section 6A of the Information Technology
Act, 2000 (21 of 2000), the Central Government hereby makes the following rules,
namely:-

1: Short title and commencement.- (1) These rules may be called the Information
Technology (Electronic Service Delivery) Rules, 2011.
(2) They shall come into force on the date of their publication in the Official

Gazette.

2. Definitions.- In these rules, unless the context otherwise requires,-
(a) "Act" means the Information Technology Act, 2000 (21 of 2000);

1330 GI/11—5B




[ s T—8vs 3(i)] A &1 TSI : TUIER0T

el (b) “appropriate Government” means the Central Government or the State
Government or an Union Territory Administration; |

(c) "authorised agent' means an agent of the appropriate Government or
service provider and includes an operator of an electronically enabled kiosk
who is permitted under these rules to deliver public services to the users
with the help of a computer resource or any communication device, by
following the procedure specified in the rules;

(d) "certificate"” means a certificate required to be issued by a statutory
authority empowered under any Act, rule, regulation or Order of the
appropriate Government to issue a certificate to confirm the status, right or
responsibility of a person, either natural or artificial, and includes a
certificate in electronic form printed and delivered in such form as may be
specified by the appropriate authority;

(e) “Certifying Authority” means certifying authority as defined in clause (g)
of sub-section (1) of section 2 of the Act;

() "communication device" means the communication device as defined in
clause (ha) of sub-section (1) of section 2 of the Act;

(g) “computer res_ource” means the computer resource as deﬁned in clause
(k) of sub-section (1) of section 2 of the Act;

(h) "Electronicaliy enabled kiosk” means the cyber cafe as defined in clause
(na) of sub-section (1) of section 2 of the Act;

(i) "Electronic Service Delivery” means the delivery of public services in the
form of filing receipt of forms and applications, issue or grant of any license,
permit, certificate, sanction or approval and the receipt or payment of
money by electronic means by following the procedure specified under rule
3;

(j) "electronic signature" means the electronic signature as defined in clause
(ta) of sub-section (1) of section 2 of the Act;

(k) "Electronic Signature Certificate" means the electronic signature
_certificate as defined in clause (tb) of sub-section (1) of section 2 of the Agt; :
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() "Repository of Electronically Signed Electronic Records" means a
collection of all electronically signed electronic records, stored and
managed in accordance with these rules; '

(m)"service provider" means a service provider as referred to in Explanation
to sub-section (1) of section 6A of the Act; :

(n) “signing authority " means an authority empowerad unuer any Act, rules,
regulations or Order of the appropriate Government to issue a certificate.

3. System of Electronic Service Delivery.-

(1) The appropriate Government may on its own or through an agency
authorised by it, deliver public services through elecironically enabled
kiosks or any other electronic service delivery mechaniss:.

(2) The appropriate Government or its agencies may speciéy 1@ form and the
manner of Electronic Service Delivery.

(3) The appropriate Government may determine the marnns: of encrypting
sensitive electronic records requiring confidentiality, wiiie they are
electronically signed. ‘

(4) The appropriate Government shall notify the service providers and their

agents authorised for Electronic Service Delivery.

(5) The appropriate Government may allow receipt. of payments made by
adopting the Electronic Service Delivery System to be a deemed receipt of
payment effected in compliance with the financial code and treasury code
of such Government. . .

(6) The appropriate Government may authorise service providers or their
authorised agents to collect, retain and appropriate such service charges as
may be specified by the appropriate Government for the purpose of
providing such services from the person availing such services:

Provided that the apportioned service charges shall be clearly indicated
on the receipt to be given to the person availing the services.

(7) The appropriate Government shall by notification specify the scale of
service charges which may be charged and collected by the service
providers and their authorised agents for various kinds of services.

(8) The appropriate Government may- also determine the norms on service
levels to be complied with by the Service Provider and the authorised
agents. | ‘

X

Y
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(" 4. Notification of Electronic Service Delivery.-

(1) The appropriate Government may notify the services that shall be delivered
electronically from time to time. :

(2) The appropriate Government may identify and notify, from tnme to time, the
list or signing authorities in respect of different classes of hoenses permits,
certificates, sanctions, payment recelpt approvals and local limits of their
respective jurisdictions.

(3) The notification shall specify the nature of certificate, the names of the
signing authorities, as approved by the appropriate Government, the period
of effectiveness of the authority and the extent of their jurisdiction.

(4) The appropriate Government may notify changes to the list of signing
authorities from time to time, taking into consideration ‘the terms and
conditions of the services of employees holding positiions of signing
authorities.

5. Creation of repository of electronically signed electronilc records by
Government Authorities.-

(1) All authorities that issue any license, permit, certificate, sano:tlon or approval
electronically, shall create, archive and maintain a repository of
electronically signed electronic records of such licenses, permits,
certificates, sanctions or approvals, as the case may be, online with due
timestamps of creation of these individual electronic records,

(2) The appropriate Government . may specify the manner of creating,

establishing, archiving and maintaining the repository of electronically
signed electronic records referred to in sub-rule (1).

(3) The authorities may electronically sign the electronic records of such
licenses, permits, certificates, sanctions or approvals for each record or as a
whole for a specific duration and shall be responsible in administering them
online.

(4) The appropriate Government may specify the security procedures in respect
of the electronic data, information, applications, repository of digitally signed
electronic records and information technology assets under their respective
control and that security procedures shall be followed by the Head of the
Department and the signing authorities.

Explanation.- The expression “security procedures” referred to in sub-rule
(4) shall include requirements for the storage and management of
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.cryptographic_ keys, restrictions for downloading the certificates on to
browsers, and of complying with the requirements of certifying authorities.

6. Procedure for making changes in a repository of electronically signed
electronic records.-

(1) The appropriate Government_ may either suo moto or after receiving an
application from an interested party, make or order to make an appropriate
change in a repository of electronically signed electronic records along with
recording the reasons for making such a change.

(2) Any change effected to any record in a repository of electronically signed
electronic records and ‘any addition or deletion of a record from such
repository shall be electronically signed by the person who is authorised to
make such changes along with the time stamps of original creation and
modification times.

(3) The appropriate Government may determine the manner of electronically
signing the event of deletion of a record from the repository of electronically
signed electronic records. :

(4) The appropriate Government may also determine the manner of
provisioning secure access to the repository of digitally signed electronic
records. ' ’

(5) The appropriate Government may also determine the requirements for
maintaining audit trails of all changes made to repository of digitally signed
electronic records.

7. Responsibility of service provider and authorised agents for financial
management and accounting.- The appropriate Government may direct every
service provider and authorised agent to keep an updated and accurate account of
the transactions, receipts, vouchers and specify the formats for maintaining
accounts of transactions and receipt of payment in respect of the electronic
services delivered and the said records shall be produced for inspection and audit
before an agency or person nominated by the appropriate Government.

8. Audit of the Information System and Accounts of service provider and

authorised agents.- , .
(1) The appropriate Government may cause an audit to be conducted of the
affairs of the service providers and authorised agents in the State at such

intervals as deemed necessary by nominating such audit agencies.
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(2) The audit may cover aspects such as the security, confidentiality and the
privacy of information, the functionality and performance of any software
application used in the electronic service delivery and the accuracy of
accounts kept by the service providers and authorised agents.

(3) The service providers and the authorised agents shall provide such
information and assistance to the audit agencies nominated by the
appropriate authori’ty, to comply with the directions given by the audit
agencies and to rectify the defects and deficiencies pointed out by the audit
agencies within the time limit specified by the audit agency.

(4) All service providers and the authorised agents shall submit a due
declaration for protecting the data of every individual transaction and citizen
and any unauthorised disclosure to anyone without the written consent of
either the individual or the appropriate Government shall be debarred from
providing such a service any further and the provisions of section 45 of the
Act shall be applicable in such cases.

9. Use of special stationery in electronic service delivery.- The appropriate
Government may specify different types of special stationery, with accompanying
security features for forms, applications, licenses, permits, certificates, receipts of
payment and such other documents as part of Electronic Service Delivery. '

[F. No. 11(3)/201 1-CLFE]
SHANKAR AGGARWAL, Addl. Secy.
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